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Abstract: As technologies evolve, requirements and architectural needs evolve in unpredictable ways. 
Platforms need to be flexible to take these future changes into consideration and meet stakeholders’ 

requirements. There is an intrinsic challenge that requires a willingness to give up what is best for a single 
player and adopt what is best for the system.

The public’s awareness and interest in content and in-
ternet security is at an all-time high. This is particularly 
true when it comes to the entertainment industry, 
where the second half of 2017 has been especially prob-

lematic (and there are no signs of a respite). And now everything 
from social media to onboard automobile systems to the Internet of 
Things is under attack.

Payment companies are familiar with these challenges, have been 
dealing with them for years, in fact. And yet, even today, it seems 
we’re playing catch-up, living in a perpetual reactive mode. 

There are many aspects to computer security — network, server, 
data, access, etc. And all can be addressed in various ways, including 
well-defined access control, aggressive patching schedules, encryption 
and secure coding.

However, that’s just one side of the security challenge. Like many 
industries, entertainment has software and systems designed specifi-
cally for the nuances of a single industry. The result: a large number 
of systems are one-off and are, in some regards, immature.

That’s why it’s critical to focus on security from the very incep-
tion of a system — and it’s an approach well-known in some camps. 
The debate in both the product and development worlds has been 
simmering for years: Product vs. Platform, and the concept of 

Product-as-a-Platform. And, so we ask, where exactly is that line of 
demarcation and what does that really mean?

A platform, of course, can be described simply as a technical 
framework that can encapsulate one or many products. Essentially, 
a platform is a flexible software ecosystem that’s a collection of data 
stores, configuration repositories, APIs, security mechanisms, etc. 
(See Figure 1).

Many well-known companies have been evolving their platforms 
for years — if not decades — into very successful products. Google, 
Microsoft, PayPal, Apple and others are all examples of successful 
platforms that were created from a set of well-defined components, 
which now work together to provide a product with tangible value.

Another great and well-known example is the ubiquitous Linux 
operating system, which today is the operating system that powers 
more than two-thirds of the internet’s servers.

Speaking at LinuxCon in 2015, Linus Torvalds, the creator of 
Linux, reiterated a notion that many chief information security of-
ficers have observed over the decades: “Unplug the network cable 
and instantiate draconian measures for physical security. You’ll make 
sure nobody can get in, but you’ll also make sure that nobody actu-
ally wants to use the platform. And that may sound like an extreme 
case, but it’s a very fundamental issue in security. You cannot look at 
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security as something separate.”
Torvalds’ message is clear: You cannot have 

absolute security. And that’s always a nice digres-
sion as you imagine disconnecting from con-
nectivity. However, as pragmatism sets in, there 
is a realization that there will always be risk, but 
well-designed and well-managed platforms will 
meet the challenge.

This brings us to platform security – the 
security architecture, inherent design, tools and 
processes that ensure the security of an entire 
computing platform. This sounds straightfor-
ward, as components and data stores are added 
to the overall ecosystem. However, there are 
system security methods and mechanisms at the 
platform level, and design and implementation 
concerns at the component level.

And just like the Linux operating system, 
new platforms need to be designed in a way that 
have product flexibility and security as an innate 
feature.

“Linux is just an enabler – core infrastructure, 
it’s a solid base, but like all good, solid bases, it 
really is something that should be almost entirely 
hidden and out of peoples’ minds,” Torvalds says.

He adds that the platform does need to be 
out-of-mind. The framework needs to be there 
to support all product and other mandated 
features, but it cannot be the primary theme. 
The product features and the product as a whole 
need to have that attention.

So how do we get there? Through “Platform 
Leadership,” which is achieved by adhering to 
the following tenants:
• There must be a well-articulated vision of the 
platform.
• Each component must have well-defined inter-
faces and boundaries.
• All functionality needs to be well-defined and 
accessible through these exposed interfaces. There 
should not be any back channels or exceptions.
• The technologies used need to be in alignment. 
Avoid the “science-fair” mentality.
• Engineers should be positioned for success 
through adequate training and tooling.
• Security must be built into the design of each 
component and corresponding interface.
• All defined interfaces must have associated 
regression suites that are comprehensive and 
include security permutations.

This challenge becomes more complex as 

components are abstracted or removed from 
the central platform. Specific examples include 
sharing of encryption keys or data; replicating 
data stores across components; introducing a 
consistent encryption mechanism, and defin-
ing evolving system accountability.

Finally, it is important that we don’t lose 
sight of the fact that all systems are not created 
equal:
• Some, in fact, shouldn’t have a data store or 
repository
• Design principles should dictate whether a 
system should invoke new security mechanisms 
or follow existing methodologies

Every day there will be a new ask for data 
or a feature; sometimes the request will be for 
data that is not inherently supported within a 
given platform. Therefore, any platform owner 
needs to know the vision for the platform and 
always, always stick to those principles.

Defining leadership roles in 
the ecosystem
When assessing the holistic ecosystem, par-
ticipants in the value chain must look at con-
temporary systems design through a building 
Products-as-a-Platform perspective, as well 

as with the ultimate requirement of robust 
security. Key tenants of this are encryption, 
security and architecture with a collaborative 
and partner-in-mind approach.
     Many components and platforms are 
needed to create an ecosystem when there is 
comprehensive security, and many participants 
involved. This is achieved by adhering to the 
following:
• Exhibiting an open-mindedness to solutions 
and technologies
• Maintaining a willingness to collaborate 
with partners both upstream and downstream
• Understanding that an ecosystem is a com-
plex network of partners with a wide spectrum 
of requirements
• Employing governance that is holistic when 
assessing change
As technologies evolve, another challenge 
emerges: Managing requirements and architec-
tural needs that evolve in unpredictable ways. 
The platform needs to be flexible so future 
changes can be considered and meet stakehold-
ers’ requirements. This requires a willingness 
to give up what is best for a single player, and 
instead adopt what is best for the system as a 
whole.
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(Fig.1) A platform is a flexible software ecosystem.

A Platform’s Flexible Ecosystem
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